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(54) Apparatus and method for diagnosing vehicle electrical system 

(57) An apparatus for diagnosing the presence and 
location of faults within a vehicle s electrical system 
includes a signal generator for generating an a.c. test sig- 
nal; a switching circuit connected to an interface between 
the system's ECU and the systems components for 
selectively and sequentially applying the a.c. test signal 
into each electrical lead therein; and a first detector con- 
nected to the system's common ground for detecting the 
system s response to the applied signals, thereby obtain- 
ing a set of transitory characteristics for the vehicle's 
electrical system. The apparatus further includes an 
EPROM within which a set of reference characteristics 
for the vehicle's electrical system is stored ; a comparator 
means for comparing the detected transitory character- 
istics with the stored set of reference characteristics; and 
a diagnostic processor responsive to the comparator 
means for diagnosing the presence of a fault when the 
detected transitory characteristics of the vehicle's elec- 
trical system deviate significantly from the stored set of 
reference characteristics therefor. Upon diagnosing the 
presence of a fault within the vehicle's electrical system, 
a d.c. test signal is injected under the control of the diag- 
nostic processor using the switching circuit only into the 
lead or leads of the interface deemed responsible for the 
deviant system output. A second detector likewise con- 
nected by the switching means only to those leads 
deemed responsible for the deviant system output 
detects the reflection of the d.c. test signal tor use by the 
diagnostic processor in determining the location of any 
existing fault relative to the interface. 
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Description 

This invention generally relates to methods and 
apparatus for diagnosing faults within, and otherwise 
determining the particular condition of the components 
and devices comprising, the electrical system of a motor 
vehicle. More specifically, this invention relates to meth- 
ods and apparatus for diagnosing the presence and loca- 
tion of any faults within the vehicle's electrical system to 
facilitate the diagnosis and servicing of such faults more 
quickly and at reduced cost. 

The electrical systems of today's vehicles are 
becoming increasingly complex as engineers replace 
various passive subsystems with so-called active or 
"smart" subsystems featuring their own logic and control 
functions. Such smart subsystems may control, for 
example, the vehicle's antilock brakes and automatic 
transmission, as well as a variety of subsystems which 
may be generally referred to as "body circuits." As a 
result, the electrical system of the typical vehicle includes 
increasing numbers of discrete, though highly-intercon- 
nected, electrical components and logic devices, with a 
correlative increase in the difficulty with which faults or 
failures in any one or more of those components and/or 
logic devices may be successfully and readily diag- 
nosed. 

For example, rather than having a simple wiring har- 
ness comprising a bundle of dedicated wires through 
which individualized control signals for each component 
might be sent from a central processor or Electronic Con- 
trol Module ("ECM"), the logic of many components is 
now further responsive to a variety of analog and/or dig- 
ital signals correlatively generated by any number of 
other counterpart components within the system. With 
this high degree of component interaction, the identify of 
the malfunctioning component becomes much less 
apparent, and "troubleshooting" a vehicle having a faulty 
electrical system becomes an increasingly difficult and 
time-consuming task. And, troubleshooting of these 
electrical systems is further complicated upon experi- 
encing a short otherwise preventing the powering-up of 
all or part of the system. 

Moreover, the electrical interaction of the various 
components and devices comprising the vehicle's elec- 
trical system is directly affected, not only by the vehicle 
make and model, but by the particular manner in which 
that very vehicle is outfitted. This in turn produces vari- 
ation in the nominal characteristics of the vehicle's elec- 
trical system, even when the system is known to be 
operating in accordance with specifications. Such "nor- 
mal" variation in the system's characteristics makes the 
diagnosis of later-occurring faults much more problem- 
atic. 

Finally, known apparatus and methods for diagnos- 
ing faults in vehicle electrical systems also have difficulty 
addressing the somewhat related problem of intermittent 
electrical system malfunction due, for example, to the 
presence of marginal components therein, either as of 
the time of vehicle manufacture or later, upon deteriora- 



tion or aging of those components. Add to this the desire 
to reduce customer inconvenience and warranty 
expense through preventive maintenance, likewise 
' requiring, for example, identification of such marginal 
5 components for replacement or service when the cus- 
tomer brings the vehicle in for regularly-scheduled main- 
tenance. 

' What is needed, then, is an apparatus and method 
for diagnosing faults within a vehicle's electrical system 
io which overcomes the aforesaid problems encountered 
by the prior art. 

An object of the invention is to provide an apparatus 
and method for diagnosing the presence and location of 
faults within a vehicle's electrical system notwithstanding 
is a high degree of component and subsystem intercon- 
nection therein. 

Another object of the invention is to provide an appa- 
ratus and method for diagnosing faults within a vehicle's 
electrical system featuring the ability to troubleshoot the 
20 electrical system in a qualitative mode. 

A further object of the invention is to provide an 
apparatus and method for diagnosing faults within a vehi- 
cle's electrical system having the ability to troubleshoot 
the electrical system or a subsystem thereof notwith- 
25 standing the presence of a short therein. 

Yet another object of the invention is to provide an 
apparatus and method for diagnosing faults within a vehi- 
cle's electrical system capable of diagnosing intermittent 
problems through identification of marginal components. 
30 Yet another object of the invention is to provide an 
apparatus and method for diagnosing faults within a vehi- 
cle's electrical system which facilitates preventative 
maintenance through the detecting of developing flaws 
which might ultimately result in premature compo- 
35 nent/system failure. 

Yet another object of the invention is to provide an 
apparatus and method for diagnosing faults within a vehi- 
cle's electrical system featuring ease of connection to the 
vehicle. 

40 Under the present jnvention, an apparatus for diag- 
nosing the presence and location of faults within a vehi- 
cle's electrical system includes a first signal generator 
for generating an a.c. test signal, such as a sinewave of 
known frequency and amplitude; a switching means, 

45 connected to a plurality of electrical leads to components 
of the vehicle's electrical system at an interface between 
the system's ECU and those components, for selectively 
and sequentially applying the a.c. test signal to each of 
electrical lead; and a first detector connected to one 

so other electrical lead, such as the system's common 
ground, not otherwise connected to the switching means. 
The first detector detects the system's response to appli- 
cation of the a.c. test signals to the electrical leads, 
thereby obtaining a set of transitory electrical character- 

55 istics the vehicle's electrical system. 

The apparatus of the invention further includes a 
storage means for providing a set of reference charac- 
teristics for the vehicle's electrical system; a comparator 
means lor comparing the detected transitory character- 
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istics with the stored set of reference characteristics; and 
a diagnostic processor means responsive to the compa- 
rator means for diagnosing the presence of a fault when 
the detected transitory characteristics of the vehicle's 
electrical system deviate significantly from the stored set 
of reference characteristics therefor. 

Upon diagnosing the presence of a fault within the 
vehicle's electrical system, a second signal generator 
controlled by the diagnostic processor injects a d.c. test 
signal through the switching means only into the lead or 
leads of the interface deemed responsible for the deviant 
system output. A second detector means connected by 
the switching means only to the lead into which a given 
d.c. test signal is injected detects the reflection of the d.c. 
test signal. The time lapse between injection of the d.c. 
test signal and detection of its reflection, along with the 
magnitude of the reflected signal, is thereafter used by 
the diagnostic processor to identify the relative distance 
of any existing fault from the interface to facilitate subse- 
quent servicing of the vehicle's electrical system. 

The drawing is a diagram of a preferred apparatus 
for diagnosing the presence and location of one or more 
faults within the electrical system of a vehicle in accord- 
ance with the invention. 

Referring to the drawing, and in accordance with the 
invention, an apparatus 10 is shown for diagnosing the 
presence and location of one or more faults within the 
electrical system 12 of a motor vehicle (not shown). The 
electrical system 12 itself includes a system control unit, 
commonly referred to as its ECU 14, which is connected 
through an interface 16 to a plurality of interconnected 
electrical components 1 8. The interface 16 thus includes 
a plurality of electrical leads 20 connected between the 
ECU 14 and the components 18. In the preferred embod- 
iment, one of these leads constitutes a common ground 
22. 

In accordance with the invention, the apparatus 10 
tor diagnosing faults within the above electrical system 
12 includes a first signal generator 24 for generating an 
ax. test signal, such as a sinewave of known frequency 
and amplitude, to be used during the first phase of sys- 
tem diagnosis. A switching means 26 comprising a net- 
work of individually-selectable switches interconnects 
the first signal generator 24 with the individual electrical 
leads 20 in the interface 16. The switching means 26 
operates under the control of a processor 34 to apply the 
a.c. test signal generated by the first signal generator 24 
in a known sequence to each of the electrical leads 20 
in the interface 16. 

A first detector 28 is connected to the common 
ground 22 at the interface 16. The first detector 28 
detects the signal generated at the common ground 22 
of the interface 16 in response to application of the ax. 
test signal to those leads 20. In this manner, the first 
detector 28 detects a set of transitory characteristics for 
the vehicle's electrical system 12. More specifically, this 
technique-sometimes known as ' analog signal analy- 
sis," or "ASA"--provides the current (I) versus voltage (V) 
characteristic for each electrical lead 20 in the interface 



16. The resulting set of IV characteristics provides a 
unique signature for that electrical lead 20 based upon 
every component 18 interconnected between that lead 
20 and the interface's common ground 22. In this man- 

5 ner, the entire vehicle electrical system 1 2 may be char- 
acterized tor subsequent comparison with one or more 
sets of reference characteristics therefor. 

Accordingly, under the invention, the diagnostic 
apparatus 10 further includes a storage means, such as 

io an EPROM 30, which correlatively provides a stored set 
of reference characteristics tor the vehicle's electrical 
system 12. The set of reference characteristics stored in 
the EPROM 30 may be a set of ideal or "master" char- 
acteristics to provide an objective appraisal of the con- 

75 dition of the vehicle's electrical system 12. 

Alternatively, as in the preferred embodiment, the 
set of reference characteristics stored in the EPROM 30 
preferably comprises a set of detected characteristics 
obtained at an earlier time using the first detector 28, as 

20 when the electrical system is known to be operating sat- 
isfactorily at time of vehicle manufacture, thereby "per- 
sonalizing" the stored reference characteristics to that 
particular vehicle. In this manner, a subjective reference 
is provided to facilitate detection of subsequent varia- 

25 tions in the "signatures" of that very vehicle's electrical 
system 12. Indeed, in accordance with another feature 
of the invention, even minor variation from these subjec- 
tive reference characteristics may be extrapolated so as 
to predict impending component failure and the attend- 

30 ant need for the servicing of the vehidle. 

Returning to the drawing, the present apparatus 10 
also includes a comparator 32 for comparing the set of 
detected transitory characteristics with the stored set of 
reference characteristics. The processor 34 which con- 

35 trols the switching means 26 is itself responsivejo the 
output of the comparator 32 for diagnosing the presence 
of at least one fault when the set of transitory character- 
istics for the vehicle's electrical system 12 deviate signif- 
icantly from the stored set of reference characteristics. 

40 The amount of deviation which is considered significant 
and, hence, serves to trigger identification of a fault with 
the present apparatus 10 may be empirically established 
for the electrical system 12 of a given vehicle in a manner 
known to those skilled in the art. 

45 In accordance with another feature of the present 
invention, the apparatus 10 as seen in the drawing fur- 
ther includes a second signal generator 36 responsive 
to the diagnostic processor 34 for generating a d.c. test 
signal of known magnitude and duration. In the preferred 

so embodiment, the switching means 26 also selectively 
interconnects the second signal generator 36 with each 
electrical lead 20 at the interface 16. Thus, the switching 
means 26 likewise operates under the control of the diag- 
nostic processor 34 to sequentially inject the d.c. test sig- 

55 nal from the second signal generator 36 only into those 
electrical leads 20 associated with the diagnosed fault. 
A second detector 40. also interconnected with selected 
electrical leads 20 at the interface 16, then detects the 
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resulting reflection of the d.c. test signal only in those 
selected electrical leads 20. 

As should be appreciated by those familiar with 
"time-domain ref lectometry, " the reflection of the d.c. test 
signal is nominally caused by an impedance anomaly s 
located somewhere between the electric lead 20 at the 
interlace 16 and the component s) 18 connected there- 
with. The diagnostic processor 34 is responsive to the 
output of the second detector 40 so as to diagnose the 
location of the fault within the vehicle's electrical system io 
1 2 based on the time lapse between injection of the d.c. 
test signal into the subject electrical lead 20 and detec- 
tion of the reflection of the d.c. test signal therein. 

In accordance with another feature of the invention, 
the apparatus 10 of the invention is preferably used at is 
the time of vehicle manufacture to quickly confirm that 
its electrical system 12 as manufactured conforms to 
design parameters. This provides increased vehicle reli- 
ability which, in turn, can greatly reduce warranty costs 
And, as noted hereinabove, once the first detected set 20 
of characteristics is deemed to fall within design param- 
eters, that very set of reference characteristics may 
themselves be stored in the EPROM 30 so that later- 
occurring variation in that very vehicle's electrical system 
may be tracked using the invention in the manner 25 
described above. A complete snapshot of that particular 
vehicle's electrical system 12 can thus be shipped with 
the vehicle to facilitate diagnosis and subsequent repair 
of any later-occurring faults. 

While the preferred embodiment of the invention has 30 
been disclosed, it should be appreciated that the inven- 
tion is susceptible of modification without departing from 
the spirit of the invention or the scope of the subjoined 
claims. For example, while the preferred embodiment 
described hereinabove illustrates an apparatus 10 in 35 
accordance with the invention as being discrete from the 
vehicle's electrical system 12 upon which it is used, it 
should be appreciated that the apparatus 10 may itself 
be integrated into the vehicle's electrical system 12 to 
provide on-board self diagnosis. Similarly, while the lead 40 
22 to which the first detector 28 in the preferred embod- 
iment is connected is common ground, it should be 
appreciated that the invention merely requires a refer- 
ence point within the vehicle's electrical system for gen- 
erating a set of characteristics relative to that point. 45 

Claims 

1 . An apparatus for diagnosing a fault within the elec- 
trical system of a vehicle, said electrical system so 
including a system control unit connected to a plu- 
rality of electrical components through an interface, 
said interface including a plurality of electrical leads 
connected to said components, said apparatus com- 
prising: 5£ 

a first signal generator for generating an a.c. 
test signal; 

a switching means for sequentially applying 
said a.c. test signal to all but a remaining one of the 



electrical leads to generate a system output; 

a first detector means connected to the 
remaining one of the electrical leads for detecting a 
set of transitory characteristics of the vehicle elec- 
trical system based on the response of said vehicle 
electrical system to the application of said a.c. test 
signal to each of the electrical leads; 

a storage means for providing a stored set of 
reference characteristics for said vehicle electrical 
system; 

a comparator means for comparing the 
detected transitory characteristics with the stored 
set of reference characteristics; and 

a processor means responsive to said com- 
parator means for diagnosing the presence of at 
least one fault when the detected transitory charac- 
teristics of the vehicle electrical system deviate sig- 
nificantly from the stored set of reference 
characteristics for said vehicle electrical system. 

The apparatus of claim 1 , wherein said a.c. test sig- 
nal is a sinewave of known frequency and amplitude. 

The apparatus of claim 1 , wherein the remaining one 
of the electrical leads is a common ground. 

1 

The apparatus of claim 1 , wherein said set of refer- 
ence characteristics for said vehicle electrical sys- 
tem is an initial set of detected transitory 
characteristics for said vehicle electrical system 
obtained when said vehicle electrical system is 
known to be operating satisfactorily. 

The apparatus of claim 4, wherein said initial set of 
detected transitory characteristics is obtained at the 
time of vehicle manufacture. 

The apparatus of claim 1 , further including: a second 
signal generator responsive to said processor 
means for generating a d.c. test signal of known 
magnitude and duration; 

a means responsive to said processor means 
for selectively injecting said d.c. test signal into one 
of the electrical leads of said interface associated 
with said diagnosed fault; and 

a second detecting means responsive to said 
processor means for detecting the reflection of said 
d.c. test signal in said one of the electrical leads, 
respectively, and wherein said processor means 
diagnoses the location of said fault within said vehi- 
cle electrical system based on the time period 
between the injection of said d.c. test signal into said 
one of the electrical leads and the detection of the 
reflection of said d.c. test signal therein. 

A method for diagnosing a fault within the electrical 
system of a vehicle, said electrical system including 
a system control unit connected to a plurality of elec- • 
trical components through an interface, said inter- 
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face including a plurality of electrical leads 
connected to said components, said method includ- 
ing the steps of: 

sequentially applying an ax. test signal to all 
but a remaining one of the electrical leads to gener- 5 
ate a system output at the common ground thereof; 

detecting the system output responsive to 
said application step at the remaining one of the 
electrical leads to obtain a set of transitory charac- 
teristics of said vehicle electrical system; 70 

providing a stored set of reference character- 
istics for said vehicle electrical system; 

comparing the set of transitory characteris- 
tics with the stored set of reference characteristics; 
and is 

diagnosing the presence of at least one fault 
when the set of transitory characteristics of the vehi- 
cle electrical system deviate significantly from the 
stored set of reference characteristics for said vehi- 
cle electrical system. 20 



8. The method of claim 7, wherein said ax. test signal 
is a sinewave of known frequency and amplitude. 

9. The method of claim 7, wherein the remaining one 25 
of the electrical leads is a common ground. 

10. The method of claim 7. wherein said step of provid- 
ing the set of reference characteristics for said vehi- 
cle electrical system includes the steps of: 30 

detecting the set of transitory characteristics 
at a first time when said vehicle electrical system is 
known to be operating satisfactorily; and storing the 
set of transitory characteristics detected at said first 
time in a storage means. ss 

11. The method of claim 10. wherein the first time at 
which said detecting step is performed is at the time 
of vehicle manufacture. 

40 

12. The method of claim 7. additionally comprising the 
steps of: 

generating a dx. test signal of known magni- 
tude and duration; 

injecting said dx. test signal into one of the 45 
electrical leads of said vehicle electrical system 
associated with said diagnosed fault; 

detecting the reflection of said dx. test signal 
in said one of the electrical leads; and 

diagnosing the location of said fault within so 
said vehicle electrical system based on the amount 
of time passing between said injecting step and said 
reflection detecting step. 

13. The method of claim 7. further comprising the step ss 
of predicting the future occurrence of a given fault 
based on said comparing step. 
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(54) Apparatus and method for diagnosing vehicle electrical system 



(57) An apparatus for diagnosing the presence and 
location of faults within a vehicle's electrical system 
includes a signal generator for generating an a.c. test 
signal; a switching circuit connected to an interface 
between the system's ECU and the system's compo- 
nents for selectively and sequentially applying the a.c. 
test signal into each electrical lead therein; and a first 
detector connected to the system's common ground for 
detecting the system's response to the applied signals, 
thereby obtaining a set of transitory characteristics for 
the vehicles electrical system. The apparatus further 
includes an EPROM within which a set of relerence 
characteristics for the vehicle's electrical system is 
stored; a comparator means for comparing the detected 
transitory characteristics with the stored set o1 reference 
characteristics; and a diagnostic processor responsive 
to the comparator means for diagnosing the presence of 
a fault when the detected transitory characteristics of 
the vehicle's electrical system deviate significantly from 
the stored set of reference characteristics therefor. 
Upon diagnosing the presence of a fault within the vehi- 
cle's electrical system, a d.c. test signal is injected 
under the control of the diagnostic processor using the 
switching circuit only into the lead or leads of the inter- 
face deemed responsible for the deviant system output. 
A second detector likewise connected by the switching 
means only to those leads deemed responsible for the 
deviant system output detects the reflection of the d.c. 
test signal for use by the diagnostic processor in deter- 
mining the location of any existing fault relative to the 
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